Mpasuna sawunTbl nHPpopmauuum o NonbsoBaTensax Cepsuca VK Bug Bounty
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HacTtosawume MpaBuna 3awmTbl nHGopmMaumm o lNonbsoBaTtenax Cepsuca VK Bug Bounty
(nanee — «lpaBuna») paspaboTaHbl N pasmelleHbl O6LEeCTBOM C OrpaHVNYeHHOWN
OTBETCTBEHHOCTbIO «BK», pacnonoxeHHbim no agpecy 1125167, r. Mockaa,
JleHuHrpagckmnin npocnekT, a. 39, ctp. 79 (panee - «KomnaHus»), n onpegensioT
NopsAoK 06paboTK 1N 3alnTbl MHGOPMaALUK O PUINYECKUX NNLAX, NCMOMAb3YIOLLNX
Cepsuc VK Bug Bounty.

TepmMuHbl, UCNOMb3yeMble, HO He onpefeneHHble B HacTosawmx [lpaBunax, umetoT
3HaYeHne, NPeayCcMoTpeHHoe B [10/1b30BaTENIbCKOM COrfalenny 06 WUCnosib3oBaHUN
Cepsuca VK Bug Bounty (nanee — «CornaweHuey).

Llenblo HacToAawwmx MpaBun aBngeTca obecnedyeHne Hagnexallen 3almTbl HGopMaLuun
o [onbsoBaTenax CepBuca, B TOM UWCNE WX NEPCOHaNIbHbIX [OaHHbIX, OT
HEeCaHKLOHNPOBAHHOIO AOCTYNa 1 pasrfialleHus.

OTHOLLEHMNS,, CBA3aHHbIE CO CBOPOM, XPaHEHWEM, PACMPOCTPAHEHMEM W 3aLMTON
nHPopmauum o [lonb3oBaTensx, pPeryampyloTcs HactoawumMu  [MpasBunammn  n
LEVCTBYIOLLM 3aKoHOAaTeNnbcTBOM Poccuiickon ®egepaunn.

Vicnonbaysa Cepsuc, Nonb3oBaTesnb COrnallaeTcs C YCNoBUSMKW HacTosAwmx Mpasun.
HacTtosiwume [MpaBuna MoOryT 6blTb U3MeHeHbl u/unn pgononHeHol KomnaHuen B
OOHOCTOPOHHEM Mnopsaake 6e3 Kakoro-nméo creuvanbHoro yeegomneHns. Hactosuwme
MpaBuna €BASIOTCA OTKPLITbIM N OBLWEOOCTYNHbIM  OOKYMEHTOM. [elncTBylolas
pegakuus HaCTOALLMX MpaBun pasmMeLLeHa no agpecy:
https://bugbounty.vk.company.ru/privacy.pdf. [lonbsoBaTenb 0653aH BpeMs OT BPEMEHN
NPOBEPATb TEKYLLYIO BEPCUIO HacTosWMX NpaBnn Ha NpegMeT BHECEHUS N3MEHEHUNI
n/nnn gonosHeHuin. MNpoponxeHne ncnonb3oBaHua Cepsuca Nonb3oBaTenem nocne
BHECEHUNSI COOTBETCTBYIOWMX N3MEHEHNA N/UNW OOMOMHEHUNA O3HAYaeT MPUHATME U
cornacue Nonb3oBaTens C TaKUMN N3MEHEHNAMW U/ AONONHEHUSIMU.

[Monb3oBaTtenb BripaBe OTKa3aTbCA OT NPUNHATNA N3MEHEHNI 1 AOMNOSIHEHI B HAaCTOSALLME
I'IpaBVlna, YTO O3Ha4vaeT oTka3 [lonb3oBaTens oT UCMOb30BaHUS BCEX npenoCTaB/IEHHbIX
eMYy paHee npas. B cnyvae HecorJsacud [NonbsoBatens c YCnoBnamMm HacTodawmnx npaBI/IJ'I
ncnosib3oBaHvne CepBVlca OOJIKHO 6bITb HEMEAIEHHO npexkpaweHo.

Hactoswme [paBuna 4aBAsilOTCA HeoTbemfemMoln 4YacTblo [lonb3oBaTenbcKoro
cornaweHmns 06 ncnonbzoBaHun Cepsuca VK Bug Bounty, poctynHoro ceTtu VIHTepHeT
no agpecy https://bugbounty.vk.company.ru/ru.

YcnoBus NCnonb3oBaHNs CepBVlca

I'Ipe,u,oc:TaBnqq BO3MOXHOCTb NCMNOJ1b30BaHWA CepBVlca, KomnaHwus, ﬂeMCTByﬂ Pa3yMHO
n ,L'l,O6pOCOBeCTHO, cyuTaeT, YTo Nonb3oBaTernsb:

o6nagaeT BCeMU HEOBXOANMbIMU npaBamMu, NO3BOJIAIOLWLNMN eMY NCMNOJ1Ib30BaTb CepBI/IC;

yKasblBaeT [OOCTOBEPHYIO WHPOpMaLMio O cebe B O6bemax, HeoBXoauMbix Os
ncnonb3oBaHus CepBuca;
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O3HaKOMJIEH C HaCTOAWNMIN npaBI/IJ'IaMM, BblpaXaeT CBOe cornacume C HUMm n npnHnMmaeT
Ha cebs YKa3aHHbl€ B HX MnpaBa 0643aHHOCTW.

KomMnaHus He npoBepsieT A4OCTOBEPHOCTb noslydyaemoin (cobupaemoit) nHbopmauum o
MNonb3oBaTensx, 3a UCK/IIOYEHNEM ClyYaeB, KOraa Takas NpoBepka Heobxoayma B LLeNax
ncnonHeHns KomnaHnel oéasaTtenbcts nepen MNonbsosatenem v/unn geicTByOWEro
3aKOHOOATENbCTBA.

Llenn 06paboTkn nHdopmaLmn

KomnaHusa  ocyuiecteBnder  o6paboTKy  npepocTtaBnsemMoli  [lonb3oBatensMmu
NHPOPMaLUN B LLENSX BbINONTHEHNS 06583aTenbecTB KomnaHum nepep, MNonb3oBaTensamm no
npepnocTaBeHMio NpaBa ncnonb3oBaHna Ceparica Ha ycnoBusax CornalleHus.

CocTaB nHoopmauun o NonbaoBaTenax
CocTaB nHoopmauun o Nonb3oBaTenax BKlOYAET B CEBS:

VHdopmauma, npepoctaBnsemas [Mofb3oBatenem gns peannsaunm 1 UCnosib3oBaHus
MNMonb3oBaTenem OTAENbHbIX PYHKLMOHAbHBIX BO3MOXHOCTel CepBuca, B TOM YnCHe,
cnegytouas nHGopmauus:

- e-mail;
« MHPOPMaLMA O HAUYNCIIEHHbIX BO3HarpaxaeHus Ha MNnatdopmax n 60HYCOB 3a HUX;

* NOEHTNOUKALNOHHbIE faHHble, UCrosib3yemble Ha MnaTdopmax Ana oTnpaBK OTYETOB
06 ysa3BMMOCTAX. K TakIM AaHHbIM MOTYT OTHOCUTLCS KO, Y4aCTHIKA, HUKHEM U VHO
NOeHTNPNKaTOP, NPUMEHNMbIN A1 COOTBETCTBYIoLWEN MnaTtdopmbl.

CratncTnyeckme 1 nHble gaHHble 06 akKTUBHOCTUW 1 B3anmogencTsum MNonb3oBaTens ¢
Cepsucom.

O6paboTka nHdopmaumm o Nonb3oBaTensx
O6paboTka NepCoOHanbHbIX JaHHbIX OCYLLLECTBASETCA Ha OCHOBE MPUHLMNOB:

3aKOHHOCTU Lienel 1 Cnoco60B 06paboTKM NEPCOHAsbHbIX AAHHbIX;
0,0B6POCOBECTHOCTY;

COOTBETCTBUA uenen O6pa6OTKI/I NnepCoOHalJibHbIX  OaHHbIX  Lendm, 3apaHee
onpepgeneHHbiMm 1 3adBJZIEHHbIM  MPn C6ope MepCOHalibHbIX AOaHHbIX, a TakKXe
nonHomounsam KomnaHuuy,

COOTBETCTBUA O6bemMa W XapaKkTepa O6pa6aTbIBaeMbIX NMepCOHalibHbIX OaHHbIX,
crnoco6oB O6pa6OTKI/I NMepCOHallbHbIX OaHHbIX Le1aM O6pa6OTKI/I NnepCOHasIbHbIX OaHHbIX;

HegonyCTtMMocCTu 06beAVHEHNS CO30aHHbIX A5 HECOBMECTVMbIX mMexay cobon uenen
6a3 AaHHbIX, coepXawmnx nepcoHanbHble AaHHbIe.

Ycnosusa v uenu O6pa6OTKI/I NMnepCOHalibHbIX AaHHbIX
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KomMnaHus ocyuiectBnseT o6paboTKy NepCcoHasbHbIX AaHHbIX Monb3oBaTtens B LEensx
NCNonHeHns1 goroBopa mexay KomnaHmen wn lNMonb3oBatenem. B cuny crtatbu 6
®depepanbHoOro 3akoHa o1 27.07.2006 N2 152-03 «O nepcoHasbHbIX JaHHbIX» OTOeflbHOe
cornacue nosnb3oBaTenisa Ha 06paboTKy ero NepcoHalbHbIX AaHHbIX He TpebyeTcs. B
cniy n.a. 2 n. 2 cratbl 22 yKasaHHOro 3akoHa KomnaHus BrnpaBe OCYLLECTBASATb
06paboTKy MEepCOoHanbHbIX AaHHbIX 6e3 YyBEeAOMMEHUS YNOJIHOMOYEHHOro OpraHa Mo
3alMTe NpaB Cy6beKTOB NePCOHasIbHbIX JaHHbIX.

C60p nepcoHanbHbIX gaHHbIX

C6op paHHbix [Monb3oBatens, npeaycMoTpeHHbix n. 4.1.1 Hactoawwmx [lpasun,
OCYLLLEeCTBMSETCA C MOMEHTa npepocTaBneHns [lonb3oBaTenemM COOTBETCTBYIOLLNX
OaHHbIX. [laHHble, npefycMoTpeHHble M. 4.1.2 HacToawmx MpaBun, Ha4YHaIOT CoBUpaTbCs
aBTOMaTUYECKM B NpoLecce NcnosfibaosaHus [NonbsoBatenem Cepaurca nocne NpuHaTrS
Monbsosatenem CornaweHuns n MNpasun.

XpaHeHlﬂe N NCNoJib30BaHME NepCOHasIbHbIX AaHHbIX

nepCOHaﬂbele OaHHble [Monb3oBaTtenen XPaHATCA NCKIIOYNTESIbHO Ha 3JIEKTPOHHbIX
HOCUTENAax n O6pa6aTbIBaIOTCF| C MncCnoJsibsoBaHnNemM aBTOMaTU3NPOBAHHbLIX CUCTEM, 3a
NCKIIo4YeHnem ciny4vyaeB, Korga HeaBTOMaT3NpOBaHHadA o6pa60TKa nepCoHasibHbIX
OAaHHbIX HeOBXoayMa B CBSA3V C UCMOSIHEHNEM Tpe6OBaHI/II7I 3aKOHOOaTesIbCTBa.

I'Iepe,u,aqa NMepCoOHalibHbIX AaHHbIX

MNepcoHanbHble gaHHble Monb3oBaTenein He NepefalTCa KakKUM-NM60 TPETbM NNLLAM,
3a VCK/IOYEHNEM Cly4YaeB, MPAMO MNPEAYCMOTPEHHbIX HacToAwumMy [MpaBunamn 1
CornaweHvewm MpepocTaBneHne nepcoHasbHbiX gaHHbIX MMonb3oBaTenel no 3anpocy
rOCyAapPCTBEHHbIX OPraHoB (OpPraHOB MECTHOIO CaMOYMPaBEHNS) OCYLLLECTBNAETCA B
nopsaake, NPeayCMoTPEHHOM 3aKOHOAATENbCTBOM. B LLeNnax NCnonHeHnst cornaleHns
mexay MNonb3oBaTtenem n KomnaHuen n npegocTtasneHns Monb3oBatenio AocTyna K
ncnonb3oBaHuio Cepsuca KomnaHus passuBaeT CepBuc, B T.4., paspabaTbiBaeT ”
BHegpsaeT HoBble GYHKLMNOHANbHbIE BO3MOXHOCTM, ONTMMU3NPYET N COBEPLUEHCTBYET
Ka4eCTBO OOCTYMHbIX GYHKLIMOHAMbHbIX BO3MOXHOCTel Cepsuca. [nsa ob6ecnedyeHus
peannsaunn ykasaHHbIx uenei Monb3oBaTtenb corfawwaeTcs 1 nopyyaet KomnaHum Ha
OCYLLECTB/EHNE C COBMIOAEHNEM NPUMEHNMOro 3aKOHOAATENbCTBA CH0PA, XPaHEHWS,
HaKOMMEeHnsa, CUCTeEMaTM3aUuN, W3BMIEYEHNS, COMOCTABMEHNS, WUCMOJIb30BaHUS,
HamnoMHeHNs (YTOYHEHWS) UKX [OaHHbIX, a TakKXe Ha [MoJiydeHne W nepegady
adPUNMPoBaHHbIM NlLaM NapTHEPaM Pe3ys/IbTaTOB aBTOMaTU3NPOBAHHOW O6paBoTKM
TaKNX [aHHbIX C MPUMEHEHNEM Pa3fNYHbIX Mogeneil oueHkn UHpopmauun, B BuaE
LENOUYNCNEHHBIX N/ TEKCTOBbIX 3HAYEHUA U NOEHTUPUKATOPOB, COOTBETCTBYIOLLNX
3a[aHHbIM B 3aMpOCax OLEHOYHbIM KPUTEPUSAM, AN 06paboTKM AaHHbIX KoMnaHuen.

YpaneHue nHbopmauunn o lNonb3osaTtene

NHdopmaums o Nonb3oBaTtene yganseTcs npu:

« HanpaBneHun Nonb3oBaTenem 3anpoca Ha yganeHne nHopmauum nyTem oTnpaBku
nMcbMa Ha anekTpPOoHHbIN agpec KomnaHnm bugbounty@vk.team;

- yoaneHnn KomnaHuen ydyeTHol 3anucn B CepBuce B Chyvasix, YCTaHOBMNEHHbIX
CornalueHunem.
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B cnyvyae ypaneHus nHoopmaumn o Monb3oBatene KomnaHus Npogo/mKaeT XpPaHUTb
NnepcoHarnbHble 1 MHble HeoBxoauMble AaHHble MNMonb3oBaTeNs Ha CBOWX 3NMEKTPOHHbIX
HOCUTENSAX B TEYEHNE CPOKa, YCTAaHOBMIEHHOIO [AEWCTBYIOWNM 3aKOHOA4ATEIbCTBOM
Poccuiickoli ®efepaunn, a Takxe B Npepenax, HeobxoanMbiX AN OCYLLECTBIEHMS
BbinsaT no Mporpammam u MporpaMmme NosnbHOCTI.

lMpaBa 1 o6s3aHHOCTU [onb3oBaTenen

Monb3oBatenu Bn paBe:

OCYLLECTBMATb CBO6OAHDIN 6ECMnaTHbIA AOCTYN K MHGOpMaLUn O cebe NocpeacTsoM
NPoOCcMoTpa faHHbIx B CepBuce;

CaMOCTOATENIbHO BHOCUTb M3MEHEHUS, NCMNPAaBEHNS 1 OOMOMHEHNS B MHbOPMAaLMIO,
copepxalgytoca B CepBuce, Npu yCrOBUW, YTO TakKue V3MEHEHUs, WUCMNpaBneHus W
[LOMNOJSIHEHUNS COAEPXKAT aKTyaslbHYIO 1 OCTOBEPHYIO MHPOPMALMIO;

ypanatb  mHpopmaumio un3  CepBuca;, npu 3ToM yganeHume [lonb3oBaTenem
onpeaeneHHon NHPopPMaLMN MOXET MPUBECTN K HEBO3MOXHOCTU NpefocTaBneHuns
MNMonb3oBaTento [OCTyna KO BCEM WU HEKOTOPbLIM PYHKLMOHANbHbIM BO3MOXHOCTAM
Cepsuca;

Tpe6OBaTb oT KomnaHun YTOYHEHNA CBOUMX NEePCOHaJIbHbIX OaHHbIX, X 6J'IOKI/IpOBaHI/|F|
NN YHNYTOXEHNA B Cliydae, eCnin Takne gaHHble ABNaoTCA HEMO/HbIMIW, YCTapeBLUNMN,
HegOoCTOBEPHbIMN, HE3AKOHHO MNOJIYYEHHbIMN WNNN HE ABNAIOTCA HeobxogMbIMN ON1s
3asBMIEHHON LEeNn O6pa6OTKI/I n ecnnm CepBI/IC He nosgonseTt [lonb3oBaTento
CaMOCTOATEJIbHO yOannTb Takylo I/IHCI)OpMaLI,I/HO;

Ha OCHOBaHWK 3anpoca nosydyaTb oT KoMmnaHum nHpopmMaLmio, KacaloLLyocs 06paboTKn
€ro NepCcoHarnbHbIX AAHHbIX.

Mepbl No 3awmTe nHGopmaLummn o lNonbzoBaTensax

KomnaHuns NMPVHNMaeT TexXHUN4YeCkKmne 1 oOpraHm3aunMoHHO-MPaBOBble Mepbl B LEendx
06EeCrneyYeHns 3aLunThbl NnepCoOHasIbHbIX OaHHbIX Monb3oBaTtens oT HenpaBoMEepPHOro nnn
CﬂyanZHOFO AoocCTyna K HUM, YHUYTOXEHNA, N3SMEHEHNS, 6J'IOKI/IpOBaHI/IF|, KONMmMpoBaHW4,
PacnpocCTpaHeHnd, a Takxxe OT NHbIX HEMPaBOMEPHbIX noencrTeuni.

TexHndyeckne Mepbl 6€30MacHOCTN peann3oBaHbl KomnaHnen ¢ yyeTtom TpeboBaHuin
3akoHopaTenbctBa Poccuiickon ®depepaunn, COBPEMEHHOIO YPOBHS  TEXHUKM,
XapakTepa o6pabaTbiBaeMon NHGOPMaLNN 1 PUCKOB, CBA3AHHbIX C €€ 06PabOoTKOIN.

VIHbopMmaums o6pabaTbiBaeTCsa NPENMYLLLECTBEHHO aBTOMATUYECKN 6e3 A0CTyNa K HEN
COTPYOHVMKOB u/unu nogpsgynkoB KomnaHuw. B cnydyae ecnu Takol [oOCTyn
npeaocTaBnseTca COTPpyaHUKaM 1AM nogpsgyrnkam KomnaHmm, TO TONMbKO B o6beme,
HEOBXOANMOM AJ151 BbIMOMHEHNS TaKVIMU INLAMWN CBOUX CIY>KEBHbIX 0653aHHOCTEN U
ob6sA3aHHOCTEN No goroBopy ¢ KommnaHuen, npu 3TOM Ha TakMX JnL, BO3fnaraetcs
0643aHHOCTb MO COBGMIOOEHNIO TPe6OBaHUA 6e30NacHOCTU MNpPW  OCYLECTBNEHNN
OOCTyna K Hpopmauun.

Ona 3awmtbl 1 ob6ecnevyeHnss KOHPUOEHUMANbHOCTM [aHHbIX BCE COTPYOHUKWK/
nogpaAaUNKN cobiofaloT BHYTPEHHNE NMpaBia 1 NpoLeaypbl B OTHOLEHWN 06paboTKN
UHPopMaumKn. YKazaHHble JNua TakXkKe CO6MIoJaloT BCe  TEXHUYeckne 1



OopraHmsaunoHHbIE Mepbl 6e30mnacHocCTH, npeaycMmoTpeHHbie pOCCI/II7ICKI/IM
3aKOHOOATENbCTBOM 1 HEOBXOOMMbIE 015 3aLMNTDI I/IHCI)OpMaLI,I/H/I o Nonb3oBaTtensx.

8. O6palleHns nonb3oBaTenen

8.1 Tlonb3oBaTenn BnpaBe HanpaBnsTb KoMnaHuMyM CBOW 3amnpoChbl, B TOM YMCAE 3anpochl
OTHOCUTENIbHO MNCMNONb30BaHUSA UX MEPCOHAaNbHbIX AaHHbIX B MUCbMEHHOW dopme no
agpecy: 125167, r. MockBa, JIeHNHrpaackuin npocnekT, 4. 39, cTp. 79.

8.2 3anpoc, Hanpaensembldi [lonb3oBaTenemMm, [OOMMKEH cofepXaTb  CrefyioLlyio
nHbOopPMaLNIO:

8.21 HOMEepP OCHOBHOIo AOOKYMeEHTa, yaoctoBepdtowero anm4HOCTb Monb3oBatensa nnm ero
npeancrtaBnTenyd,

8.2.2 cBepfeHns O gaTe Bblgayn YKa3aHHOIro JokymeHTa 1 BbiaBLLUEM €ro opraHe,

8.2.3 cBefeHVs, NOATBEPXAAOLLME YyYacTME NOMNb30BaTENA B OTHOLLEHMAX C onepaTopoM (B
yacTHocTw, ID nepcoHanbHol cTpaHuupl Monb3oBaTtens Ha CainTe;

8.2.4 nognuco MNonb3oBaTena Unum ero NpPeacTaBnUTENS.

8.3 KomnaHus o6aA3yeTcs pacCMOTPETb M HanpaBUTb OTBET Ha MOCTYMMBLUWIA 3amnpoc
Monb3oBaTtens B TeveHue 30 gHEN C MOMEHTAa NOCTYNeHNS OBpaLLEHNS.

8.4 Bca koppecnoHgeHuns, nonydyeHHas KomnaHuel ot MNonb3oBaTeneli (o6palleHns B
NMUCbMEHHOW WM 3NEKTPOHHON $opMe), OTHOCUTCA K MHPOPMALM OFPaHNYEHHOTO
LOCTYMa U He pa3rnalaeTcsa 6e3 NMcbMeHHoro cornacus MNMonbsoBaTens. lMepcoHanbHble
[aHHble 1 NHas HPopMaLKa o MNonb3oBaTene, HanpPaBUBLLEM 3aMPOC, HE MOTYT 6bITb 6€3
cneumanbHoro cornacus MNMonb3oBaTens NCMOJb30BaHbI HaYe, Kak Asis OTBETa No Teme
NoJSly4YEHHOrO 3anpoca Unn B Clyyasx, NpeayCMOTPEHHbIX 3aKOHO4ATE/TbCTBOM.

Pepakuusa ot 31.03.2025 .



