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MpaBuna 3awutbl Hpopmauun o NonbsosBaTtensax Cepeuca VK Bug Bounty

Ob6Lwme NnonoxeHus

1.1
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1.3.

1.4.

1.5.

1.6.

1.7.

HacTtoswwme lMNpaBuna 3awmtbl nHbopmauum o MNMonbsosatensix Cepsuca VK
Bug Bounty (nanee — «[paBuna») paspaboTaHbl 1 pasmeLLeHbl O6LLecTBOM
C OrpaHN4YeHHOW OTBETCTBEHHOCTbIO «BK», pacnonoxeHHbiM no agpecy
1125167, r. MockBa, JleHuHrpagckmin npocnekT, A. 39, ctp. 79 (panee -
«KomnaHus»), n onpegensaioT NopsaoK 06paboTkn N 3aLTbl HPOPMaLUn O
dunsnyeckmnx nuuax, ncnonbayowwmx Cepsuc VK Bug Bounty.

TepMuHbI, NCNob3yeMble, HO He onpepeneHHble B HacToswmx Npasunax,
NMEIOT 3HaYeHe, NpeaycMoTPeEHHOoe B [1o/1b30BaTeNIbCKOM COralleHnn o6
ncnonbsoBaHun Cepsunca VK Bug Bounty (ganee — «CornawieHuney).

Llenbio HacTosLwmx |_|paBI/IJ'I fBNSeTCa obecneyeHre Hagnexawen 3alnThbl
|/|Hc|>opmau,|/||/| o [Nlonb3oBaTensx CGpBVIC&, B TOM 4Yuncne nx nepcCoHasibHbIX
OaHHbIX, OT HECaHKLUMNOHNPOBAaHHOIO JOCTYyMNa 1 pasrnaeHn4.

OTHOLLEHNS, CBfA3aHHble CO CHEOPOM, XPaHEHMeM, PacnpPOCTPaHEHNEM U
3awmTon nHdopmauum o [Monb3oBaTensax, PerynmpyloTca HaCTOALMMMN
MpaBunamm 1 geNCcTBYIOLLNM 3aKOHOAaTEeNbCTBOM Poccuinckon Pegepauun.

Ncnonbays Cepsuc, Nonb3oBaTenb cornawaetcs ¢ yCNOBUSMY HAaCTOSLLMX
Mpasun. Hactoswme lMNpaBuna MOryT 6blTb U3MEHEHbI N/ SOMNOMAHEHDI
KomnaHmnen B ogHOCTOPOHHEM Mopsigke 6e3 Kakoro-nméo cneunanbHoro
yBegomneHuns.  Hactoswme  [lpaBuna  9BASIOTCA  OTKPbLITBIM 1
06LWeoCTYNHbIM JOKYMEeHTOM. [lencTBylowas pefakums HaCTOSALLNX
Mpasun pa3melleHa no agpecy:
https://bugbounty.vk.company.ru/privacy.pdf. lNonb3oBaTens o653aH Bpems
OT BPEMEHU NPOBEPSATb TEKYLLYIO BEPCUIO HacToawmx MpaBun Ha npegmeT
BHECEHNS N3MEHEHUI 1/unn [ononHeHnn. MNpogomkeHne Ncnonb3oBaHNS
Cepsuca lNonb3oBaTenem nocne BHeCEeHNs COOTBETCTBYIOLWMX N3MEHEHNI
n/vnn GONONHEHNA O3HaYaeT NPUHATUE 1 cornacue Nonb3oBaTens ¢ TakMu
N3MEHEHNSMUN N/ ONONHEHNSMM.

[Monb3oBaTersb BripaBe O0TKa3aTbCA OT NPUHATNA N3MEHEHWIN 1 LONONHEHN B
HacTodwmne |_|paBI/IJ'Ia, 4YTO O3Ha4vaeT oTkas [lonb3oBaTens oT NCNONb30BaHUS
BCeX nMnpepocCTaB/ieHHbIX €eMy paHee Tpas. B cny4vyae Hecornacud
Monb3oBaTtens ¢ YyCnoBnaMm HaCTtoAawmnxX |_|paBI/IJ'I ncnoJjib3oBaHne CepBI/ICa
OOJIKHO 6bITb HEMELIEHHO npekpaweHo.

HacTtosawwne [MpaBuna ABNAIOTCS HeoTbeMAeMon 4yacTblo
[Monb3oBaTenbckoro cornaweHnss o6 uncnonb3osaHun Cepsuca VK Bug
Bounty, OOCTYMNHOro B cetun NHTepHeT no appecy

https://bugbountyvk.company.ru/.
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2.

3.

4.

5.

Ycnosust UCMosb30BaHMSA CepBVlca

21. lNpepocTtaBnga BO3MOXHOCTb UWcnonb3oBaHua Cepsuca, KomnaHug,
OEeNCTBYS Pa3yMHO 1 JOB6POCOBECTHO, cYMTaeT, YTo MNMosb3oBaTenb:

2.1.1. obnagaeT BCEMU HEOBXOOMMbIMU npasamMmn, no3pondroWMIN eMYy
ncnoJjib3oBaTb CepBI/IC;

2.1.2. ykasblBaeT 4OCTOBEPHYIO NHOOPMaUMIO O cebe B 06beMax, HEOBXOOMbIX
Ans ncnonbsoaHns Cepsuca;

2.1.3. O3HaKOMJ1eH C HaCTOoAWMMN I'IpanmaMVl, Bblpa>aeT CBO€e corjlacne C HMMn
N NpNHNMaEeT Ha cebs YKa3aHHbl€ B HX MNpaBa U 0653aHHOCTN.

2.2. KomnaHums He npoBepsieT OOCTOBEPHOCTb Monyvyaemon (cobupaemoin)
nHpopmaumm o lNNonbloBaTensax, 3a WCK/IOYEHVEM CJlyYyaeB, Korga Takas
npoBepka Heobxoauma B Lenax ucnonHeHms KomnaHmen o6a3aTenbCTB
nepegq Nonb3oBatenem n/unn 4encTBYIOLWEro 3aKoOHOAaTENbCTBaA.

Llenn o6paboTkn nHdopmaLmmn

3.1.  KomnaHuga ocyuiecTenaeT o6paboTKy npegocTasnsgemMoi Nonb3osBatenamu
NHOPMALMN B ULENax BbIMNOSHEHUS o6a3aTenbcTs KomnaHuw nepeq,
Monb3oBaTenamMu No NpPeaocTaBNeHNo NpaBa NCcnosb3oBaHna CepsBuca Ha
ycnosuax CornalleHus.

CocTaB nHpopmauum o lNonbaoBaTensx
41. CocrtaB nHpopmauumu o lNonb3oBaTenax BKOYaeT B cebs:

411. VHdpopmauus, npepocTtasnsemas llonb3oBatenem Ans peanvsaunn
N uncnonbloBaHnsa  [lonb3oBaTtenem  OTAESNbHbIX  PYHKUMOHAbHbIX
BO3MOXHocTen CepBuca, B TOM Yucne, cnegytouwas nHbopmaums:

* e-mail;

* MHPOPMaLNA O HAYNCNEHHbIX BO3HarpaxgeHus Ha [lnatdopmax u
6OHYCOB 3a HUX;

* NOeHTUPUKALMOHHbIE [aHHble, ucnosblyemble Ha [lnatbopmax gng
OTNpaBKy OTYETOB 06 yA3BUMOCTAX. K Takum AaHHbIM MOryT OTHOCUTbCS
KOO, YYaCTHMKA, HUKHENM WAN WHON UAEHTUPUKATOP, NPUMEHUMbIN NS
cooTtBeTcTByloLein MNnatdopmbl.

41.2. CTaTuCcTnyeckme n VHble gaHHble 06 aKTMBHOCTM M B3aMMOLENCTBUN
[Monb3oBaTtensa c CepBVICOM.

O6paboTka nHpopmaumu o NonbloBaTensax
51. O6paboTka NepCoHanbHbIX AaHHbIX OCYLLECTBNSETCSA HA OCHOBE NPUHLAMOB:

5.1.1. 3aKOHHOCTW Lenemn n crnocoboB 06paboTKN NEePCOHasNbHbIX AAHHbIX;
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5.1.2.
5.1.3.

5.14.

5.15.

5.2.
5.21.

5.3.

5.4.

5.5.
5.5.1

0O06POCOBECTHOCTY;

COOTBETCTBUSA Lenenl 06paboTKy NepCoOHasbHbIX OaHHbIX LensaM, 3apaHee
onpegeneHHbiM 1 3asBNEHHbIM npwu céope nepCcoHanbHbIX
AAHHbIX, @ TaKXe NoTHOMoYraM KomnaHwm;
COOTBETCTBUA OB6beEMa W XapakTepa ob6pabaTbiBAEMbIX NepPCOHasbHbIX
AAHHbIX, CNOCO60B 06PabOTKN NEPCOHANbHbIX JaHHbIX LEensam

06paboTKN NepPCOHasnbHbIX AAaHHbIX;

HEeLoNnyCTUMOCTN O6beAVHEHNS CO34aHHbIX AN HECOBMECTUMbIX MeXay
cob6oin uenen 6a3 gaHHbIX, COAEPXXaLLVX NEePCOHaNbHbIE AaHHbIE.

Ycnosusa n uenu O6pa6OTKVI nepCcoHaJibHbIX OaHHbIX

KomnaHus ocyuiecTBnsgeT o6paboTKy NepCcoHasibHbIX AaHHbIX [1onb3oBaTens
B LLlensiX MCnonHeHnsa gorosopa mexay Komnanuven n lNonssosatenem. B cuny
ctaTtbn 6 PegepanbHoro 3akoHa o1 27.07.2006 N2 152-P3 «O nepcoHasbHbIX
OaHHbIX»  OTAENbHOEe corfacme nonb3oBaTens Ha o06paboTky  ero
nepCcoHanbHbIX JaHHbIX He TpebyeTcs. B cnny n.n. 2 n. 2 ctatb 22 ykasaHHOMO
3akoHa KomnaHus BnpaBe OCYyLLECTBNATb 06paboTKy NEePCOHasbHbIX JaHHbIX
6e3 yBefoMNEHNS YNOMHOMOYEHHOIO OpraHa MNo 3awuTe npaB Cy6bekToOB
NepCcoHanbHbIX AaHHbIX.

C60p nepcoHasbHbIX AaHHbIX

C60p paHHbix MNonb3oBaTens, NpegycMoTpeHHbIx M. 4.1.1 HacToawmx Mpasun,
OCYLLEeCTBAETCS c MOMEHTa npepgocTasneHna [lonb3oBaTenem
COOTBETCTBYIOLWMX AaHHbIX. [JaHHble, NpeayCMOTpeHHbIe M. 4.1.2 HacToALWMX
[MpaBwn, HauMHaIOT COBUPAaTLCS aBTOMATUYECKIN B MPOLECcCce NCMONb30BaHNS
NMonb3oBatenem Cepsuca nocne npuHaTus Nonbsosatenem CornawieHus n
[Mpasun.

XpaHeHI/Ie N ncnoJib3oBaHMe rnepCoHasibHbIX OaHHbIX

nepCOHaﬂbele OaHHble [lonb3oBaTtenen XPaHATCA WNCKMNIOYNTENIbHO Ha
ANEeKTPOHHbIX HOCUTENAX I O6pa6aTbIBaIOTCF| C unCnoJibsoBaHNem
AaBTOMaTN3NPOBaHHbIX CNCTEeEM, 3a NCKIOYEHNEeM cnyJaes,
Korga HeaBTOMaTn3npoOBaHHadA o6pa60TKa nepcCoHasibHbIX  OaHHbIX
Heobxoayma B CBSA3W C UCNOHEHVEM Tpe6OBaHI/IVI 3aKoHOOaTeNbCTBa.

I'Iepe,u,aqa nepCcoHaJibHbIX OaHHbIX

MNMepcoHanbHble paHHble [lonb3oBaTeneil He nepefarTcs  KakMMANGo
TPETbMM NUUAM, 33 WUCK/IOYEHWEM CryvyaeB, MNPSMO MNPedyCMOTPEHHbIX
HacToawwmmmy Mpasunamin n CornawieHnem MNpenocTaBneHne nepcoHanbHbix
AaHHbIX MNonb3oBaTenein No 3anpPocy rocygapCTBEHHbIX OpraHoB (OpraHoB
MECTHOro camoynpasneHuns) ocyllecTBnaeTcs B nopsake,
NpeaycMOTPEHHOM 3aKOHOAATENbCTBOM. B Lienax ncnonHeHusa cornaweHmns
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mexay Monb3oBatenem v KomnaHuen n npegoctaBneHus Monb3osatenio
pocTyna K ncrnonb3oBaHnio Cepsrica KomnaHusa passueaet Cepsuc, B T,
paspabaTblBaeT W BHeOQPSET HOBble GYHKLUNOHANbHBIE BO3MOXHOCTN,
ONTVMU3NPYET U COBEPLLUEHCTBYET KAYeCTBO OOCTYMHbIX GYHKLMNOHAbHBIX
Bo3MoXxHocTel Cepsuca. [Jna o6ecnevyeHnst peannsaunm ykasaHHbIX Lenen
MNMonb3oBaTesb cornawaeTca 1 nopydYyaet KomMnaHum Ha OCyLeCTBAeHne C
cobniogeHnemM nNPYMEHNUMOro 3akoHoZaTenbCTBa C60pa, XpPaHeHus,
HaKomMneHus, cucTemaTmnsaumm, N3BNeYeHns, COMOCTaBNEHMS,
MNCMNOJIb30BaHWSA, HANOMHEHNS (YTOYHEHMA) VX AAHHDBIX, @ TAKXE Ha MonyYyeHne
n nepegadyy addunMpoBaHHBIM SMLAM U MApPTHEpPaM pPe3ysbTaToB
aBTOMATU3NPOBAHHOI 06PaBOTKN TaKNX SaHHbIX C MPUMEHEHNEM PasfNYHbIX
Mogenen oueHkn nHeopmaunn, B BULE LENOYNCEHHbIX U/UAN TEKCTOBbIX
3HaYEHUIN 1 NOEHTNONKATOPOB, COOTBETCTBYIOLLMX 3a4aHHbIM B 3amnpocax
OLLEHOYHbIM KpUTepuam, aNna o6paboTkmn AaHHbIX KoMmnaHmen.

5.6. YpaneHne nHoopmauumm o lNonb3oBaTtene
5.6.1. Nlnpopmaums o lNonbloBatene ygansaeTcs npu:

* HanpasneHuun lNonb3oBaTenem 3anpoca Ha yganeHne nHdopmaunm nytem
oTnpaBKun nmcbma Ha 3NEKTPOHHDI agpec KomnaHun
bugbounty@vk.team;

* ypaneHun KomnaHmen yyeTHowm 3anmcu B CepBuce B cCryvasix,
YCTaHOBNEHHbIX CornalleHnem.

B cnyyae ypmaneHusa mHbopmauum o [Nonb3oBatene KomnaHua npoponxaeT
XPaHUTb NepPCOHasbHbIE N NHbIE HEOBXOOMbIE JaHHble [Monb3oBaTens Ha CBOUX
SNEKTPOHHbIX HOCUTENSAX B TEYEeHMEe CPOKa, YCTAHOBSIEHHOrO OENCTBYIOLLUM
3akoHopgaTtenbctBoM Poccuinnckon ®Pepepaunn, a Takke B npegenax,
HEeoBXOoOMMbIX A9 OCYLEeCTBneHusa Bbinnat no lNporpammam n lMporpamme
NOANbHOCTMW.

6. MNpaBa n o693aHHOCTKN [Nonb3oBaTenen
6.1. llonb3oBaTtenu Bnpase:

6.1.1. ocywecTBnaTb CBOGOAHBIN HecniaTHbil AOCTyn K nHbopmauunm o cebe
nocpencTBoM NPOCMOTpPa fgaHHbIX B CepBuce;

6.1.2. caMOoCTOSITENIbHO BHOCUTb M3MEHEHWS, UCMPABNEHNS 1 OOMNOMHEHNs B
NHPopmaumio, copepxallylocs B CepBuce, Npu YCnosun, 4YTO Takue
N3MEHEHWNs,, WCMNPaBMEeHNs 1 [OOMOSIHEHNS COAEepPXaT aKTyasibHylo U
[LOCTOBEPHYIO NHPOPMALNIO;

6.1.3. ypanaTtb nHpopmauynio n3 Cepsuca; Npu 3ToM yganeHue [lonb3oBatenem
onpegeneHHom unHbopMaunum MOXET MPUBECTM K HEBO3MOXHOCTU
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6.14.

6.1.5.

npenocrtaB/ieHNA [Monb3oBaTento AJoCTyna KO BCeM Winm HeKOTOpPbIM
CI)yHKLI,VIOHaJ'IbeIM BO3MOXHOCTAM Cemeca;

TpeboBaTb OT KOMMNaHWM YTOYHEHUS CBOUX MEPCOHaSIbHbIX OaHHbIX, WX
6M1OKNPOBaHNS NN YHUYTOXEHNS B CllyYyae, eC/ Takne faHHble SIBMSIOTCS
HEeMNOJHbIMY, YCTapeBLWNMY, HEAOCTOBEPHbIMU, HE3aKOHHO MOJyYEHHbIMUN
NN He SBASIOTCH HEOBXOONMbIMIU 15 3as9BNIEHHON Lenn ob6paboTku N ecnun
Cepsuc He nosBonseT [lonb3oBaTenio CaMOCTOSATENbHO YOanuUTb TaKylo
nHpopmaLmio;

Ha OCHOBaHMK 3anpoca nony4yatb oT KomnaHunm unHOopPMauuio,
KacaloLLytocs 06paboTKM ero NnepCcoHasnbHbIX AaHHbIX.

7. Mepbl no 3awmte nHdopmaummn o lNonbsoBaTenax

7.1.

7.2.

7.3.

KomnaHns NpuHUMaeT TeXHNYECKME 1 OpPraHn3aLiOHHO-NPaBOBble Mepbl B
uenax obecnevyeHns 3aWunTbl NepCcoHasnbHbiX faHHbIX [lonb3oBaTens oOT
HEenpPaBOMEPHOro WAN  CAy4YallHOro AOCTyna K HUM, YHUYTOXEHUS,
N3MEHEHUs, 6NOKNPOBaHUS, KONMPOBAHWS, PacnpOCTPaHEHUs, a Takxe OT
WNHbIX HENPABOMEPHbIX ENCTBUIA.

TexHunyeckne mepbl 6e30MacHOCTU peann3oBaHbl KomnaHmen c y4yeTtom
TpeboBaHU 3akoHogaTenbcTBa Poccuinckon degepaunin, COBPEMEHHOIO
YPOBHSI TEXHWMKW, XapakTepa obpabaTbiBaeMon WNHGOPMALMN N PUCKOB,
CBSI3aHHbIX C ee 06PabOTKON.

NHdopmaums obpabaTbiBaeTCa MPENUMYLLLECTBEHHO aBTOMaTuMYecku 6e3
AOCTYMa K Hel COTPYAHVKOB N/unn nogpsaydnkos KomnaHun. B cnyyae ecnu
TakoW OCTYN NPefoCTaBNAEeTCS COTPYLHKaM Ui nogpsgunkam Komnanun,
TO TOJIbKO B O6bEME, HEOBXOANMOM A5 BbIMOSHEHWS TaKMU NnLaMimn CBOUX
CNy>XebHbIX 06513aHHOCTEN NN 0693aHHOCTEN NO JOrosBopy ¢ KomnaHuen,
npy 3TOM Ha TakuX Nl Bo3faraeTcs O6£3aHHOCTb MO  COGNIOAEHMNIO
TpeboBaHU 6€30MacCHOCTY NPW OCYLLECTBAEHUN 4OCTYNa K uHdopmaLunn.

Ons  3awmtbl 1 oBecneyeHns KOHPUOAEHUMANbHOCTM  OaHHbIX BCe
COTPYAHVKN/MOAPAOUNKN COBMIOAAIOT BHYTPEHHME NpaBuna 1 npoueaypbl B
OTHOLLUEHNN 06pPaboTKM NHPOPMaLMK. YKazaHHble NLa Takxke CoBnogaloT
BCE  TEXHWYECKMEe U  OpraHM3auMoOHHble  Mepbl  6e30MacHOCTH,
NpPenyCMOTPEHHbIE POCCUNCKNM 3aKOHOAATENIbCTBOM U HEOBXOAMMble OISl
3awmTbl MHPopmMaumm o MNMonb3oBaTensx.

8. O6paLLeHns nonb3oBaTenen

8.1.

[Monb3oBaTtenn BrpaBe HanpasisaTb KOMnaHuM CBOW 3anpocChbl, B TOM Yucne
3anpocbl OTHOCUTENIbHO WNCMNOJb30BaHNSA WX MNEePCOHasbHbIX [OaHHbIX B
nucbMeHHon dopme no agpecy: 125167, r. MockBa, JleHuHrpagckunii
npocnexkT, 4. 39, ctp. 79.



8.2. 3anpoc, Hanpaensemblin [lonb3oBaTenem, JOMKEH COOEPXaTb CNeayioLLyio
nHPopmMaLmio:

8.21. HOMEepP OCHOBHOIo AOKYMeEHTa, yooCcTtoBep4dtowero JM4YHOCTb [Monb3oBaTens
nnn ero npencrtaBuTesnd,

8.2.2. cBefgeHusa o gaTte Bblgayn YKa3aHHOro JokKymMmeHTa v BblaBLLUEeM ero opraHe,

8.2.3. cBegeHusl, NoaTBepXpaloLlme y4yacTe nofb3oBaTeNs B OTHOLIEHUSX C
onepaTopoM (B YacTHOCTW, ID nepcoHanbHOW CTpaHuupl Nonb3oBatens Ha
Cante; 8.2.4. nognunco lNonb3oBaTens unm ero npencraBnTens.

8.3. KomnaHua 0693yeTcs pacCMOTPETb W HanpaBUTb OTBET Ha MOCTYMNUBLUWIA
3anpoc [lonb3oBaTtena B TeyeHne 30 OHENW C MOMEHTa MOCTYMNAeHUs
obpaLleHus.

8.4. Bca «koppecnoHgeHuus, nonyvyeHHas KomnaHuen oT [lonb3oBaTenen
(obpalLeHnss B MUCbMEHHOW WA 3EKTPOHHON ¢GOopME), OTHOCUTCH K
nHPOpMaL N OrpaHNYEHHOro AOCTYNa 1 He pasrfialaeTcs 6€3 NMCbMEeHHOro
cornacus llonb3oBatens. lepcoHanbHble gaHHble N NHaa NHPopMauuns o
[Monb3oBaTene, HanpaBMBLLUEM 3aMpocC, He MOryT 6biTb 6€3 cneunanbHoOro
cornacusa llonb3oBaTtena MCNosfb30BaHbl MHa4Ye, Kak Onsg oTBeTa no Teme
Nony4YeHHoro 3anpoca nnn B cnyyvasix, npPenyCcMOTPEHHbIX
3aKOHOATENbCTBOM.

Pepakumnsa ot 31.03.2025 .



